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[ToftHo 3aKiHYMBIIK yCTAHOBKY 1 IePEKOHMDIT'ypalliio KijabKox JliHakc cucrem BJomMa
X049y noaiinTucs ceoivmu "Habytkamu''3 obacti koudirypysanus Jlinakca, ki MOKYTH
3aJI0BOJILHUTH MOTpeOu abo JOMAIIHBOI MepexKi, abo odicy HeBeJIUKOI KOMIIAHII.

HisgikuX NpUHIIMTIOBO HOBUX MOJI0ZKEHD B IILOMY JOKyMeHTI HeMae. Bes indopmarris,
0 BUKJAJICHA TYT, MOxXKe OyTH 3HaiijeHa B HaA3BHYANHIM KiTbKOCTI MPUMIPHHUKIB
i Bapiamiii y Mepexi, aje JI0CI MeHI He TpaIlIsAI0Cch MOCTITOBHE BUKJIAJIEHHS BCIX
OJIOYKEHb B OJHOMY JOKyMeHTi. /Io TOro »k He 3ycTpivaJioch IMOKH-III0 BUKJIAJIEHHS

3a3HAYEHOT0 YKPATHCHKOIO MOBOIO.

BayBarkeHHs: TIC/Isl KUIBKOX 3MiH 0 KOH(DIryparii J1oMamHbol Mepeki moTpioHo
Oy.J10 TaKOXK 3MiHNTH 1 lokyMenTartiio. [[o s i pob/iio B iboMy OHOB/IEHOMY JOKYMEHTI.
4 He BHIANAIO0 3 OIHUCY HIYOTO, IO CTOCYBAJOCH CTApiliol KOHMIryparii, a TiIbKA
JIOTIOBHIO0 OIMUC HOBUMHE JIeTadgMu. 1ok, Ha chorofdimmiii nenb (1 kviras, 2002
POKY, Hi Ile He NMepPIIOKBITHEBHIl KapT, a IpaB/a :) 3MiHH TaKi:

e ¢ IepeilnoB Bl MOJEMHOro 3’¢IHaHHd 3 inTepHeToM 10 ADSL;

e wiit cepep 3minuBea 3 Jebiana ma MacOS X.

Ockinbku MacOS X — me jyzxe noaibua no Ginabmocti BSD cucrema (Hacnpasai
uenrpaiabaa FOuike-ckiagoBa MacOS X - Darwin - 6ysia nobyjosana 3 FreeBSD),

HuthIicTh MeTOIB KOoH(pIrypyBanus Maka MOXKyTh OyTH 3aCTOCOBAHUME TaKOXK 1 710

inmux BSD-moxiguux.

Kinbka obnacreil, gki mijisiraam iHTeHCUBHOMY KOHMDIrypyBaHHIO 1 gKi onucani B
IbOMY JOKYMEHTI TakKi:

e DNS;

e KepYBaHH# JO3BOHOM JI0 MpoBaiiepa,;

e firewall/IP masquerading (NAT B Maky)

e ejekToHHA morTa (Ha 6asi sendmail).
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0.1. Kopomwxuii amicm 1

0.1 KopoTknii 3micT

e 3araJibHUl OrJIsi)l CUCTEeMU

KopoTkuii onuc apxiTeKTypu cHCTeMHU i amapaTHuX 3acobiB. /[ledki aiarpamu
JIOrTYHOT 1 (DI3UYHOT CTPYKTYPH CUCTEMU.

o J’ennanna 3 ISP

[Ilo Bam Oye moTpibHO A1 TOTO, MO0 MiAKJIIOYATHCH 10 TpoBaiiaepa IaTepHer-
nocayr. Koudirypaniitai daiiim qyisg pppd i g connectd - mporpaMu kepyBaHHs
pppd, sika craprye i 3ynunsge pppd Ha BUMOTY KOPHUCTYBadiB.

e Hanmaromxkysanaa DNS

Cayx06a ua3s momenin (qu DNS) ciayxurs mig momyky [P agpec komm’orepis
3a IXHIMHI Ha3BaMHU i HaBnaku. be3 Hel MoxKHA, >KuTH. Ao By BKkpail He XodyeTe
BcranoBoBaTu DNS-cepBep, MoxkeTe 0OMeKHTHCH KOHMITYpalielo KIEHTIB i
BukopucrosyBaru DNS Bamoro nposaiizepa 38’s13ky 3 Tenetamu. AJjie HasSBHICTD
DNS mMoKke 3HATHO TMOJIETTINTH YKUTTS aJAMIHICTpaTopam i g0 Toro K 11 He Tak

BaKKO BCTAHOBHTH, TO YOMY O HaM IbOI0O He 3pobutu?

e 3axucT JOCTYMYy J0 CHCTEMH.

JImst mocTiiHO MiIKII0YEeHOT 10 TeHeT CUCTEMU JesKa CUCTeMa 3aXUCTY MPOCTO
neobxinna. Yepes cepsep Bci KOMI'IOTEpH BalIol MepexKi 6y1yTh 3’€IHYyBaTHUCH 3
BCECBITHIMHU TeHeTaMH. Tak camMo depes He3axuIlleHuit ceppep OyIb-XTO 3 iHIIIOTO
KiHIIsI 3MOYXKe CKOPUCTYBATHCh BIAMUHEHUMU JIBEPUMa J10 Bamux (pailiin i jaHnx.
B mpomy po3aiii g po3misialo JiesiKi HaWmpOCTilli NPUKIAJA BCTAHOBJICHHS
diaprpanii makeTiB Ha BXOJI B JTOKAJbHY MEPEXKY 3 TEHET.

e Kondirypariist eJIeKTpOHHOI TOIITH - cepBep Ta KiieHT (Ha 6a3i sendmail )

Bakko cobi yaBUTH CydacHY KOMII'IOTepHY cucTeMy 0e3 eJIeKTpoHHOI momTu. B

TOi Ke yac nporpama sendmail 3apekoMengyBaJia cebe K HafiBaXK4a B CUCTEMHii
ajMinicTpanii obsiacTb KoHMIrypyBanusi. Ajie Ha KOHKPETHUX MPUKJ/IA/1aX s 30Upaioch
OKa3aTH, M0 He TaKUil CTPAITHUN BOBK, 9K HUM JIAKAIOTH. [licjas oHiel-1BOX
KOHIr'ypariil MoITOBUX CUCTEM, BH 3MOXKeTe pOOUTH 1ie Oe3 cTpaxy i OpraHizaliii
OYVIb-IKOT'O MacIITady.

e MaJreHbKi mopaau

Beingki gpibHuYKH, SKi He BJAJIOCS BTHCHYTHU B iHIII PO3JILIH.
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0.2 3araabHuii OrJisiJ] CUCTEMHU

B moemy BuIIaJIKy 3arajibHa CUCTEMa CKJIAJAETHCS 13 CUCTEM sKi MOXKHA BiJIHECTHU JI0

JBOX THIIIB:

cepBep , 10 3abe3neuye 3B’s130K 3 CBITOBUME TeHeTaMu (GLIbII BIIOMUX MTHPOKOMY
3arany sk [Hrepner) i

cepBep 4YM cepBep/KJIIEHT , JOMAIIHIX TUPEKTOPiil KOPUCTYBaYiB, HACTLIbHA pobOUa
CTaHIIis, TOIIO.

B npomy moxymenTi st Hamasi Oymy BxKuBaTH mpocTo 'cepmep' mist KoM oTepa
nepmroro tuny 1 "kgient" s kKomm'oTepa JApyroro. Xoda, HACHpPaBIi, OyIb-siKUit
KOMIT'IOTEDIB B Mepexki MOyKe HajaBarTd iHIN mocayru ( SKi He PO3MIANAIOTHCS B
JAHOMY JOKYMEHTi), TO6TO OYTH CepBepOM TOTO YH IHIIOrO THUIY I BHYTPIIIHBOT
MepexKi.

KinpKicTh KJIEHTIB He 0OMEXKYEThCS OJHHMM, XO4Ya TYT TOBOPUTHCS B OLIBIIOCTI
npo KiienTa B ojauuni. [le o3navae BCbOro-HaBChOro, 1o KOHMITrypallisd BCiX KJIIE€HTIB
imenTyHa. @aKTUYHO, TUI YCTAHOBKHU OMMMCAHUI B ILOMY JOKYMEHTI, MiIXOIUTH K
JUIsT HEBEJMYKO! JIOMAIIHbOI Mepexki, Tak 1 jya odicy HeBeawkol KoMmmnasii/dbipmu.
Kinbka pokis Tomy (me B wacu Jlinakca sjapa 1.3.X) ¢ mpaioBaB y HeBeukii dbipmi
(kinbkicTb mepconary — 6iast 30 yonosik ). Came rakuil Tun Koubiryparnii 3abe3mnedyBan
it ipMi Bech 30BHINTHINA 3B’A30K 3i CBITOM: €JIEKTPOHHA MOIITA, BeO-cepBicH (BUXi
HA30BHIO — MEPerisiji 30BHIIIHIX CTOPIHOK TeHeT mepcoHasoM (bipmu) i BracHuii Be6-
cepBep, SIKUii MpaIfoBaB Ha KOMII 10Tepi BcepeauHi (pipmu. Bech 38’5130k 3abe3medyBaBcs
oiHUM MojieMoM 28K, sikuit OyB i IKII0YeHN i BU/ILIEHOTO JIIHIEIO /10 iHTepHeT-1IpoBaiiiepa.
[Ile oxuH MOmeM BHKOPHUCTOBYBABCs Jjisi cepiBepa dakcimiiae (gK st npuifomy, Tax i
it Bianpasku), i g PPP (dial-in) 3a6e3nedyBaB mepcoHady KOMIAHI MOKIUBICTh
MOTACTH B JIOKAJTBLHY MepexKy KOMTIaHil 3 JJOMY.

0.2.1 ApxiTtekTypa cucremMu

Ha pucyuky ?7?(crop. 7?7 nojgana apxirekrypa JIOKaJbHOT Mepexki. 3’eqHanHs Bropi
(imrepdeiic ppp0) — me 3’eaHaHHs 3 MpoBaiigepom mocayr TeHer. Bei komm'oTepn y
BHYTPIIIHIN MepezKi MacKyIOThCs BiJl 30BHIIIHLOTO CBiTY, ToOTO [P ajpecu ix neBuaumi
1033, JIOKAJILHOIO Mepexkero. Lle 3abe3nedyeThes mporpamMaMu, siKi peasizyioTh TPAHCISIII0
mepexesux ajapec (Network Address Translation, mus. [?]): IP Chains B Jlimakci
(]?]) Ta natd 8 MacOS X (|?]). [Ipo e — B pozaini "3axuct mocrymy go cucremu'.
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Buyrpimas meperka nodymoBana 3 sukopuctanusm [P ajpec tak 38anoro "mpusarnoro' miamaszon;
(muB. [?]). Biache gepes 3acTocyBaHHs TPAHCISIIT ajpec CerMeHT aapec Moxke OyTH

Oy Ib-KHM, aJie JIJIs 3aXUCTY Bl IOMUJIOK KPAIle BCe-TaKU BUOUPATH aJIPECH 3 JIialla30HiB
Brasauux y RFC-1918 [?] ( Tabmaung ?7 crop. 77).

IP agpecu  Macka mepexi (netmask) Kmac mepexi

10.0.0.0 10.255.255.255 Class A
172.16.0.0  172.31.255.255 Class B
192.168.0.0 192.168.255.255 Class C

Tab6sr. 1: ITpuBatui mepexi i IP-agpecu

Puc. 1: Barajgpuunii Burisgs Koudirypariil cucremu.

0.2.2 ®Piznuna KoH@irypaiiig cucremu

Pucynok ?7(crop. 77) nokasye JOridny CTpyKTYDY Mepexi, sKa 3aJuIacThCs He3MIHHOIO
npu BCix KOHGITypaligx amapaTHoro 3abe3nedenns. Anaparha, abo dizuana KoHpiryparis
MepezKi 3aJIeXKUTh BiJl THILY 3’€HaHH: 3 inTepHeT-poBaiinepom (Mogem, DSL/ADSL,
KabeJsibHe, ONTO-BOJIOKOHHE, TOIIo). ToMy gaii mojani KOHKPeTHI MPUKIAIH KiThKOX
TuniB 3’egHanns — mojgemuoro ta ADSL.

BayBazkenusda 1moao MacOS X: msa ceppepa un g KiaieHtiB Ha 6a3i MacOS X
He 3a0yapre Bel mocuanus ma ethO (um Oyab-sakwuit inmuit ethX) sminnTu na
en0 (um enX, Bignosiguo). Came Tak HasuBaeTbes iHTepdeiic Mepexki Ethernet

B MacOS X.

Monaemue 3’eHaHHSA

[Tpu momemuomy 3’ennanti (Puc. 77) 3 npopaiiepom apxiTeKTypa miIKJI0YeHb JOCUTh
Ipo30pa — JI0 cepBepa MiAKJII0YeHU MOJIeM, Ha SKOMY MiTHIMaeThes inTepdeiic ppp0,
iHIIIM 3’€IHAHHAM cepBepa € inTepdeiic BHyTPIilIHbO1 MepexKi ethernet. Bei makern 3
ppp0 nepeatorbes Ha eth0 1 wapnaku. s roro, mob makern TCP /IP npoxoquin 3
oznHOro iHTepdeiica Ha iHIHUIT TOTPIGHO BMUKHYTH pexkuM mepecuakn [P-nakeris 7]
! na cepsepi.

TP forwarding amrmiticekoio
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Puc. 2: Koudiryparist Mmepexi. 3’¢qHaHHs 3 TPOBAIEPOM depe3 MOJIeM

JBa tunm 3’e¢aqnanus ADSL

Aximo sukoprcToByeThest ADSL-Momem Ty MapipyTusaropa, To 3 00Ky KOMII'I0Tepa
ADSL 3’e¢nnanns Burisiae gx 3pudaiiamii 10 moiT Ethernet. B 3amezkuocTi Bijg KITbKOCTI
Mepe:KeBHX 3’€IHaHb cepBepa, MOXKHA PO3IVISHYTH JBI BiAMIHHI KOH(Iryparii:

® 3 IBOMa MEPEXKEBUMU ILJIaTaMN

® 3 OJIHIEI0 MepesKeBOIO ILIATOIO

Jna 3’eqnanHs 3 MpoBaiiiepoM BHKOpUCTOBYeThess pppd 3 apaiiBepom PPPoE
?(muB. manpukian Roaring Penguin PPPoE [?]).

Puc. 3: ADSL 3’e¢nnannga. Koudirypariis 3 1BoMa MepeKeBUMH TLTATAME HA CepBepi.

Cepsep 3 jiBoma mepexkesumu miiatamu  Lleit Tun koudirypamnii (nus. puc. 7?7 Ha
crop. 77) myzxe nopibHUil 710 monepeaHbol (MojeMHe 3’6 IHAHHS ). €TUHOI0 BIIIYTHOMO
piznuneio € e, 1o inrepdeiic pppl mijgHiMaeThCs He 6e3MocePeIHBO Ha, TOCTiIOBHOMY
nopti, a wa BepmuHi ethernet-intepdeiicy. Todro cTBOproeThest Apyruit BipTyabHMit
inrepdeiic (ppp0) Ha Bepiuui BxKe icHyodoro disuganoro (ethl). Inrepdeiicy eth0
Ha cepBepi HazHauaeThes 1P anpeca 3 mpuBarHoro miamazony 192.168.2.1. ethl moxke
matu Oyab-sky inmy IP agpecy (Gazxano 3 inmoro cermenty, sanpukian 10.0.0.1).

Cepsep 3 0/iHi€I0 MepexkeBoro 1aToo  HacrynHa Koudirypaiist BiApi3HAETHCA BiT
momnepeIHhO1 THUM, 1110 CEPBEP Ma€ BChOT0 OJHY MeperkeBy miaty. Lliero miarToio ceprep
i IMHKAETHCS JI0 KOHIIEHTPATOPA, 1 B Iel »Ke KOHIEHTPATOP BMHUKAETHC MogeM AD-
SL i Bci inmmi KoM’ ioTepn JOMAIIHBOI MepesKi. Xo4da (Pi3UYIHO TaKa Mepeska BULISIIAE
JIOCUTH-TAK¥ BIJIMIHHO BiJ| MOTEPETHBOT CXEMU 1 BiJI CXeMW 3 BUKOPHCTAHHIM MOJEMA,
aJie JIOTidHa CTPYKTYypa BiAMOBimae mpeacTapieHiii Ha puc. 77. B 30BHImHI Mepexi
"sugmo"Tiibku Ty [P-ampecy, siky npoaiizep HasHadae inTepdeiicy ppp0. Bei inmmi
[P-anpecu cxoBani 3a ppp0. Ha ppp0 HacTpooeThes (bilbTpallis TaKeTiB i BMHKAETHCS

2PPP over Ethernet
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Tak camo pexkuM nepecuiku [P-nakeris. [Takeru nepecuiiaiorbes Mix jiBoma inTepeiicamn
ppp0 Ta ethO (o6unpa inrepdeiicu ppp0 b eth0 € B nbomy Bunagxy bizudHO OXHUM i
UM Ke 3’¢aHanHgM Ethernet).

Puc. 4: ADSL 3’e¢nnanng. Koudirypariis 3 0IHI€I0 MEPEKEBOIO TIIATOI0 HA CEPBEPI.

0.2.3 Onmepairiitni cucremn

[Tpu BubGopi onepariiinoi cucreMu s cepBepa s 3ynunuscs Ha Debian |?]. Kommrexr
KOMIIAKT-TUCKIB, SKi s MaB IiJ pyKoio, Oyyau Bepcieo 2.2 r3 miel cucremu. Tomy,
caMe II0 CUCTeMY si i BCTAaHOBHB. €uHe nporpamMue 3abe3ne9eHts, ssKe MeHi moTpioHO
OyJ10 mofaTH 0 CHCTeME, KPIM TOTO, IO MaJIOCs Ha KOMITAKT-IucKax Oyja mporpama
connectd [?]. 3puuaiino-k, MoxkHa (i, MOKIUBO, BAPTO OyJI0 6) BUKOPUCTATH 3aMiCTh
2.2 Ginbmn HoBY Bepcito Debian’a 2.

[leBuuit yac s KopuctyBaBcs cepBepoM Ha 6a3i MacOS X 3amictp Hebian’a. Ma-
cOSX mae B cTangapTHiii moctasii cucremu (10.1.2, monosmena go 10.1.5) Bei HeoGxiui
3acobu Auist BeraHoBiieHHs 3'equnHannst PPP (Briouennit crangapraunii pppd) qu 3’eqnanus
ADSL (pppoe), i maas wacTpooBaHHs TpaHcsiii ajgpec (B Maky 1e poburh aeMon
natd) 1 71 BCTAHOBJICHHS 3aXUCTY-OpaHMayepa (4 — 3a jgonoMororn ipfw.

CucreMaMu-KJII€HTAME B MOEMY BUNAJIKY BuABUIUCh Marapeiik JIinakce (modnHaoIwn
3 Bepciit 6.x 1 10 8.2 ma cporoauimuiit qens), MacOSX i Debian (i386/PC i Sun Sparc),
aJjie ipu OazkaHHi 11e MOxKe OyTu Oy/ib-sIKa 1HIIA CydacHa CUCTeMa, fdKa 3a/I0BOJIbHSIE
Bamum Bumoram. Ockinbku, Ha MOYATKYy 9 KOPHUCTyBaBcs Ouibiie Mauapeiikom B
SIKOCT1 KJI€HTA, JIedKl 3 MOIX peKoMeH1alliil HocsaTh Manapeiik-cuenudiaaumit xapakTep.

Kpim koukperuux na3s naketis RPM 6urbinicTs mopas Manapeiika moBUHHI i IXOIUTH
takokK i 10 RedHat, aJe s ne ocobucro #e nepepipss. [leBHa BiAMIHHICTD MiXK YKJIaIKAMU
Jlinakca ta FOHIKCIiB mossirae B rc-CKpUIITAX.

Tpaauuiiino B FOuikcax cucremu V (SystemV) ¢TapToBi CKpUITH PO3MIIIAIOTHCSI
B Karaso3i /etc/init.d. B karamsorax /etc/rcN.d (ae N — ne nudpa 1,2,3,4,5,6 qu

3Ha nanmit wac (mmens, 2002) Bixe JOCTYIHA 118 3aBaHTaXKen s 1 ycranosku Bepcia 3 Debian’a - Woody.
Bona Bce nie BBazkaeTbCs pO3pOOHUKAME HECTAOIIbHOW. Ajie 3 yucieHnx KoMeHTapiB HecTabinpuuii Iebian
— 3HAQYHO CTablAbHImUN 32 cTablibHi Bepcii 6araThb0X KOMEPIIHNX YKJIaJaHb, 0cobmmBO Takux, ak RedHat
gy Manapeiik

4anr. firewall
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girepa S, mo o3uadae pobounii piBeHb CHCTEMHI) CTBOPIOIOTHCSI CHMBOJIBHI 4d 2KOPCTKI

® mocnuaaHHSA HA CKPUNTH BUAY S21nfs -> ../init.d/nfs.

Cucrema /lebian miaTpumye came II0 CTPYKTYpy craproBux Katajori. RedHat
BUPIMHB 3MIHUTH TaKy CTPYKTYPY, BBIBIIH IIle OJINH Mi/IpiBeHD B i€papxii KaTaaoris. B
RedHat craprosi ckpunru Jjiexkarsb B /etc/rc.d/init.d/, a cuMBOJIbHI HOCHJIAHHS — B
karajorax /etc/rc.d/rclN.d, aje matoTh Taknii ke Burian: S21nfs -> ../init.d/nfs.

6

Mamgpeiik © Takoxk migrpumye crpykrypy B ctiii RedHat(/etc/rc.d/init.d/),

ajie TaKOXK 1 Tpaauiiiny crpykTypy cruiio FOuike/ lebian (/etc/init.d). B Manapeiik’y
e 3a0e3MeUyeThCsT CUMBOJIBHUM NMocuaanusaM: /etc/rcN.d -> /etc/rc.d/rclN.d.

0.3 3’eananng 3 ISP

[IboMy MUTAHHIO IPUCBAYEHO JOCUTH DaraTo JiTeparypu i s He Oy1y Ha HbOMY 3yITHHATUCS
waosro. Jlocrarubo indopmarii ais crapry moxe Hagatu Linux PPP HOWTO |7].

o cranpapTHuX CKpuntis /etc/ppp/ip-up (Iie CKpUNT, sIKUii BUKOHYETHCS MICITsA
VCTAHOBKHU 3’€IHaHHS Ha inTepdeiici ppp0) Tpeba HogaTu KidbKa PSJIKIB, JIJIs TOTO,
o0 vepra nosijoMienb sendmail ouuiasiach Npu KOXKHOMY 3’€/IHAHHI 3 IHTEPHETOM
i uMTaIMCch HOBI JANCTH, sIKi HaiiLIu Ha Bamry agapecy nHa POP-cepsepi na inTeprer-
nposaiigepi.

g sendmail Tpeba gomaTu Takuii psiIokK:
/usr/sbin/sendmail -q

Bci iHIni 4acTUHM YCTAHOBKM JIOCUTH TAKU CTAHJIAPTHI:

0.3.1 PPPD

[IpocTo HaBeneHi Kinbka daitiis KoHdIrypaii 6e3 HaJIHITKOBUX KOMEHTAPIB:

Paiin /etc/ppp/options

lock
nodetach
connect /etc/ppp/asahi-net.chat

°B sanexsocri Bix komkpernoi peanizauii cucremu. Hanpuknan, B Jlimakcax Ginbuiicrio mpuitHsTi
CUMBOJIbHI 1OCWIaHHsg, B TO# yac gk Congapic Ma€ XKOPCTKI IMOCHIIaAHHS
50ckimpru Bin mounHas, sk RedHat kiom.
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defaultroute

idle 300

noauth

modem

debug

noipdefault

user user-kvlv
/dev/ttySO 115200

Paiin /etc/ppp/asahi-net.chat

0.3.2

Jlng kepyBaHHS 3’ € ITHAHHSIM s1 KOPUCTYIOCh nakeToMm connectd. MoxkHa KopucTyBaTHch
i 6LrbI posnoscokennm diald [?]. Miii Bubip 3ynuauses came Ha connectd |?], sxuii
BigpisHseTbest B diald Tum, mo BiH caM 3 CBO€l iHIIIATHBM HIKOJIHM He BIIKPHBAE
3’€IHaHHS 13 30BHIIIHBOIO Mepezketo. KopucryBad OBUHEH $BHO BIJIKPUTH 3’€THAHHS

/usr/sbin/chat -v \

-r /var/log/\${0}.log \
ABORT BUSY \

ABORT BLACKLISTED \
ABORT °NO DIALTONE’ \
ABORT ’NO CARRIER’> 7 \
ATZ 0K \

atdpl123456789 CONNECT

demMoH kepyBaHHdA 3’e¢aHaHHAM connectd

3 MepezKer KOMaHI0I0

# connect open

#

. g nomamubol KoH(Irypalii 1me BHABJIAETHCS 3PYUHIIIMM, OCKLIBKHA CHCTEMa He
HAMATra€ThCs 3B’SI3aTUCA 3 TeHeTaMHU J/Isi KOKHOTO 3anuTy 10 DNS .

g kondirypamii connectd g0 dainis pppd noTpibHo J1ogaTn Taki daitim:

®aiin /etc/ppp/ppp-on
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#!/bin/sh
exec pppd

Daiin /etc/ppp/ppp-off

#!/bin/sh
killall pppd

Paiin /etc/ppp/ip-up

#!'/bin/bash

# This file should not be modified -- make local changes to
# /etc/ppp/ip-up.local instead

LOGDEVICE=$6
REALDEVICE=$1

### for connectd to understand
kill -SIGUSR1 ‘cat /var/run/connectd.pid®

#### set time
rdate -s ‘cat /etc/timeservers®

### clear mail queue
/usr/sbin/sendmail -q
export PATH=/sbin:/usr/sbin:/bin:/usr/bin

echo "$REALDEVICE" > /var/run/ppp-$LOGDEVICE.dev
[ -x /etc/ppp/ip-up.local ] && /etc/ppp/ip-up.local $*

#/etc/sysconfig/network-scripts/ifup-post ifcfg-${LOGDEVICE}
exit 0
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0.4 3’eaHaHHA 3 TEHETAMH

B npomy po3aisi po3riigaaeTbesd MHTAHHA 3 € IHAHHA 3 TeHEeTAMH KOMII I0TePiB JIOKAJIbLHOT
mepexi. [[o6 nakern TCP /IP Morsin poxXoauTH 3 BHYTPIIIHBOT MEPeXKi B 30BHIIIHIf
cBiT (BcecBiTHI TeHeTa), MOTPIOHO MATH HACTPOEHUMU SIK KJII€HTH, Tak i ceppep. KuienTu

MOBUHHI 3HATH,

e AKHMil KOMI'IOTED B JIOKAIbHIH Mepexki CIyKUTb B AKOCTI ILTIO3Y ' i

8

e gKuil MepexkeBuii inTepdeiic © KIi€HTa 3MOXKe IepeaTH MMaKeTH KJIEHTa Ha

IILIIO3 1 Ha3aI.

Cepsepu, 10 BUKOHYIOTH (DYHKIHIO ILII03a, MAIOTH IOHARMEHIIIE 1B, MEPEKEBHX

intepdeiicu.

e Ha cepsepi B nepiiy depry moBuHeH OyTH HACTPOEHUN PEXKUM HEPECUJIKU ITAKEeTIB

Mizk MepexkeBmMH inTepdeiicamm'?.

o OCKLUIBKH 15T OMUCAHOT KOH(ITYpaIlil BAKOPUCTOBYI0ThCs [P-aipecu mpuBaTHOTO
JIiarra3oHy, BOHM He TIOBWHHI MOMACTU B 30BHIMHIN cBiT. ToMmy, Ha cepBepax
3aCTOCOBYETHCS TEXHIKA MEPEMUCYBAHHS MEPEeXKEBHUX aJIpec, dKa B 3aJ€yKHOCTI
BiJ| peajizanii nocuth nasy abo IP masquerading ' [?] abo Network Address
Translation '2 [?].

e /logaTKOBO /115 i1’ € THAHOIO /IO TeHeT cepBepa BayKJIMBUM HUTAHHAM € 3a0e311eYeHHs]

Ge3leKH MeperkKeBOro CIOMydeHHs. [IuTaHHsa HaJallTyBaHHs OpaHaMayepa 3

JMOKJaHIe posriaagaerbes B po3ain 7?7 (“Besneka”).

"Gateway

8Gateway device

Tukonu obusa inrepdeiicu disnuno posaineni. Fk, HAIPUKIAL B PO3IISHY THX KOHMII'YPALisX HA PUC.
?? au puc. ?7?7. lukonm Ha cepBepi CTBOPIOETHCS TIMBKU BipTyasbHHUil iHTepdeiic Ha dizunanomy Hocil. Ak,
Hanpukiaad, y koudirypamnii va puc. ??. Ase, 9k B TOMy, Tak 1 B IHIIOMY BUMAJKy MOTPIOHO HAIANITYBATU
cepBep s mepeadi MakKeTiB MiXK JIBOMa MEpexKeBUMH iHTepdeicamu.

107TP forwading

"yvrackyBamns IP agpec

L Tlepenucysanns MepexeBux aapec

13PRirewall
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0.4.1 IIlnro3 (kiienTn)

st xmientis Ha 6a3i Manapeiik /RedHat 1 momibHux 1j1st OO MEPeCcBiIIiThCs, MO
daiin kondiryparii inrepdeiicy mepexi (/etc/sysconfig/network-scripts/ifcfg-eth0
ntst inTepdeiicy eth0) micTuth psagok GATEWAY:

Paiin /etc/sysconfig/network-scripts/ifcfg-eth0:

DEVICE=ethO
ONBOOT=yes
BOOTPROTO=static
IPADDR=192.168.2.10
NETMASK=255.255.255.0
HOSTNAME=myhost
GATEWAY=192.168.2.1

fAxo Bami Kiaientu nodyjgosani Ha 6asi ebian’a, 1e BCTaAHOBJIIOETHCS B daiiii
/etc/network/interfaces:

Paiin /etc/network/interfaces:

iface ethl inet static
address 192.168.2.10
network 192.168.2.0
netmask 255.255.255.0
broadcast 192.168.2.255
gateway 192.168.2.1

0.4.2 ITlxro3 (cepsep)

Ha cepsepi moTpibHO HACTPOITH JBi peui: mepecuyiky makeris Mix inrepdeiicamu ( [?])
i MexaHi3M mepenmcyBaHHs MEPEeKeBHX aapec. JJOKIamHo me ONMCAHO TPOXH JAJi B
posaim "3axucr gpocrymy a0 cucremu'". Tyt — kinbka ciaiB mpo BiamiaaocTi IPFW i
NAT B criti Jlinake i BSD.

Jlinakc-cuctemu 1 *BSD moxigni cucTeMu TPOXH BIAPI3HAIOTHCA B MIIXOML 10 IHOTO
nuranngd. Tpajauniitno B ycix Jlinakc-cucremax pyHKIIis HEPECUIKH NAKETIB 1 Iepernucy BaHHS
aJipec MOeIHYBaIaCh i BAKOHYBaJIaCh OJHUM IIPOrpaMHuM Mojy/ieM. Tak O0yJio 3 ipfw,
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i rax e 3 ip-tables. 3 inmoro 6oxky B Gararnbox [Onikc cucremax ni

ipchains
dbyuxmii posaineni. B MacOS X, i kinbkox BiibHux Bapiantax *BSD ( FreeBSD,
OpenBSD, NetBSD) i 181 hyHKIIT TaKOXK BUKOHYIOTHCsI IBOMA PI3HUMHE IPOTPAMAMU

(ipfw i natd BiamoBigHO).

Jlinakc: Ha jlinakc-cucreMax BMUKHYTH [I€PENpaB/IeHHs TaKeTiB MOYKHA BUKOHABIITN

KOMaHJy:

# echo 1 > /proc/sys/net/ipv4/ip_forward
#

Came 1g KomMaHga BKa3aHa B ckpunti aag IP Chains gani mo Tekcty Ha ctop. ?7.
AnbrepHATHBHO MOYKHA BiZipearyBaTu (paiiyi B SKOMY BCTAHOBJIIOETHCS el mapaMerp.

Ha Jlebian’i e Oye daitn /etc/network/options. B mpomy daiiri 3miniTh ipforward=no
Ha ipforward=yes. B RedHat-nmoni6nux cucremax Bigpenaryiite daitr /etc/sysctl. conf
1 3MiHITH net.ipv4.ipforward=0 ma net.ipv4.ipforward=1.

Mexanika mepenucyBaHHS aJIpec BMUKAEThCs omaTkosuM mapaverpom "MASQ" 1o
dykumiit makery IP Chains. IIpo me Texx gasi mo tekcry, B po3ain 77 "3axucr
JOCTYILY 10 cucTteMn’.

MacOS X: [Ilo6 BMEUKHYTH IepecuKy IIakeTiB Miz iHTepdeiicamu B cepBepi Ha 6asi
MacOS X Binpenaryiire daitn /etc/hostconfig i 3MiHiTH B HBOMY ps110K IPFORWARDING=-NO-
Ha IPFORWARDING=-YES-. Iliciig 1poro nepeBaHTazKre CUCTEMY.

[IepenucyBanns ajipec 3abe3nedyerbes nporpamoio natd. /locraTHbo 3amycruTn
nporpamMy TaKMM YHHOM:

# natd -dynamic -interface pppO
#

Jokmaaui iHCTPYKIHT 10 BCTAaHOBJIEHHIO natd BUKJAa/eH] Ha 1l cTropinmi: [?].

14ip‘fw BUKODHCTOBYBaBCA 3 cucreMamu Ha 6a3i samep 1.x i 2.0.x. Ilicas mporo, 3 simpamm 2.2.X CTaJo
BuKopucToByBaTuCh IP Chains i Bxxe 3 anpom 2.4.x MOXKXHA KOpUCTYBaTuCh 9K IP Chains Tak i IP Tables.
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0.5 HanaromxyBanusa ciayk06u po3s’s3ku imen (DNS)

Jlas Outbin-MeHnT HOpMaJbHOI poboTH HemoraHo © maTu JiokKaabHuil cepsep DNS.
Cepsep DNS mpuckoputh pobOTY Ha TMOBLIBHOMY MOIEMHOMY 3B’SI3KYy 3 TEHETaMH.

He zaBaguTsb iioro MaTu i Npu MIBUIKOMY 3B SI3KY 3 iIHTEPHETOM, OCKLIbKH JIOKAJIbHUN

cepBep CTBOpIOE Kerl. JIoOKATbHIH Kelll MPUCKOPIOE PO3B 3Ky YaCTO BXKHUBAHUX Ha3B.

Bci komm’orepu Ha JoKaIbHIT Meperki 3aHocaThest B DNS 1 11e TexK moJerirye aMiHicTpy BaHHS
cucteMm. Hermorpibuo norim jgogaBarn HOBO-30y10BaHi MariHu ;10 /etc/hosts Ha Beix

CBOIX CHUCTEMAX.

Tobro, s BBaXKaro, 1mo s Bxke Bac BMoBUB — DNS Bam notpiben. Tenep nepeiizem
JI0 KOHKPETHOTO KOHMIT'ypyBaHHSI.

Jna Debian’a € HeBesmke 3ayBakKeHHH: siKe 0yJI0 MEHI BAPTE KiJIBKOX JH00PIInX
nuiB Koudirypysanusg named, nepekondirypyBannsg, i Take iHIie.

Hivoro me mpamoBaJio. Lle Bce mpu ToMmy, IO g MPOCTO CKOIIIOBAB CBOI cTapi
daiiim 3 pobouol mamuan. Moim nmonepeanim cepsepom DNS 0y Sparc RedHat
5.2. A TOKM HE BUSABHWIOCH, MO MPUYWHA BCUX MOIX CTPaKJaHb 0 CMIITHOTO
npocta. ITorpibno 6yJ10 npocTo yBazKHiire untatu Debian-cienudiuny indopmariiio
B HOWTO [?] (oaHe-enune pedeHHsi, Ha sIKe 3pa3y-K 3BEPHYB YBary TLTbKHU-HO
posibpascst B 4omMy npobsiema).

Byap-ska crangaprHa KaukKa g mocioank, HOWTO, Yall (Hacti [Turans) mo

DNS Bam ckazke, 1o daitain Koudiryparii bind Bepcii 8.x JiexKaTh Tak: rOJIOBHMIHA

daitn /etc/named.conf, Bci inmi daitan B Kartaysosi /var/named. Y Debian’i

3MiHEHe cTaHAapTHe po3TamyBaHHd. Tox, debian’iBepknit bind nrykae rogoBHwMif

daiis kondiryparii B karayio3i /etc/bind, To6To ocHoBHuM daitiom Oye /etc/bind/named.
Jlam Bce 3a/mexXKUTh TIIBKU Bif Koudiryparnii, 3akaagenol B /etc/bind/named.
Po3zramyBanus Bcix daiiiiB BogHOMY KaTaJj03i B /etc/bind Mmoxke B MaiilbyTHHOMY

TPOXHU IOJEIIINTH BaM »KUTTsI, Ko Bu Bupiimure HacTpoitu named a1 podoTu

B cepenosui chroot.

0.5.1 /etc/bind /named.conf

Miit ocnoBHE# KoHDIrypaniiinuii (paita 3 KiIbKOMa J0JaATKOBUME KOMEHTAPIMHU:

Paiin /etc/bind/named.conf:

options {
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directory "/var/named";
// Kartamor B #KOMy JexaTb BCi daiimu 30H DNS
//

/

*

If there is a firewall between you and nameservers you want
to talk to, you might need to uncomment the query-source
directive below. Previous versions of BIND always asked
questions using port 53, but BIND 8.1 uses an unprivileged

* ¥ X x *

port by default.
*/

// query-source address * port 53;

// Tyt 6axaHo BKazaTu cepsepu DNS Bamoro mposaiimepa. B mpomy
// BUNamKy HEpO3B’dA3aHi JOKAJNBHO aApecu 6yAyTb ABTOMATHUYIHO
// po3B’asyBaTuck uepe3 DNS mposaiimepa, 3amicTh TOTrO, mMO6

// mykaTu depes 30HY root

forward first;
forwarders {

1.2.3.4;
5.6.7.8;
s
s
//
// a caching only nameserver config
//
zone "." {
type hint;
file "root.hints";
s

zone "0.0.127.in-addr.arpa" {
type master;
file "local/127.0.0";
I

// local zone
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/*
TyT BnacHe HMOYMHAETHCA KOHQIrypalisa J0KanbHOIL 30HU. [lid CBOTO
IOMAlHbOT O ZOMeHy # BubpaB Ha3By ‘sakae’ 1 azpecu 3 IpuUBATHOTO
niamasony 192.168.2.0 (Mepexa kmacy C).

*/

zone "sakae" {
notify no;
type master;
file "sakae/sakae";

3
/%
30Ha IJig 3BOPOTHBOI pO3B’A3KM HA3B - HA3BY XocCTa 3a ioro IP
azmpecon
*/
zone "2.168.192.in-addr.arpa" {
notify no;
type master,
file "sakae/2.168.192";
s

0.5.2 Paiiau JOKAILHOI 30HU

Jani itnyts aBa daitam, 1mo KoH@IrypyoTh JIOKaJbHY 30HY. BOHA B MeHe HOCHTH

Ha3By ‘sakae’.

®Daiin mpsaMol po3B’A3KuU:

[Tepumii nus npsimol po3s’sizku (gethostbyname(3)):

daiin /var/named/sakae/sakae:

; our local zone

$TTL 3D

G] IN SOA ns.sakae. hostmaster.sakae. (
200109231
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8H ; refresh
2H ; retry
4w ; expire
1D ) ; minimum
NS ns ; nameserver
MX 10 mail.sakae.
localhost A 127.0.0.1
ns A 192.168.2.1
mail A 192.168.2.1
yarylo A 192.168.2.1

HINFO "ibm 570" '"Mandrake linux"

berkut A 192.168.2.10
HINFO "Compaq ProLinea 4/50" "SuSE linux"

veles A 192.168.2.15
HINFO  "Sparc Station 5" "RH Linux 5.2 sparc"

perun A 192.168.2.16
HINFO  "IBM Think Pad 570e" "Mandrake 7.2"

mavka A 192.168.2.20

HINFO "PowerPC Macintosh" "Mac 0S/Linux"
prosha A 192.168.2.30

HINFO "Performa 5220 Macintosh" "Mac 0S"

b

natalya A 192.168.2.70

HINFO  "Pentium" "Mandrake 8.0"
nfs CNAME natalya
fetchmail CNAME natalya

Hepennukuit komMenTap j10 Hapegenoro ¢aiiry. /lomarniing Meperka BUSBHIACH HA
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JIMBO JiuHAMivHOI0. ¢ 1mepeby/10ByI0 CBOI CHCTEMH JOCHTH YacCTO B 3aJIE2KHOCTI BiJT
motpeb i1 Bija Bennde3HOro HAOOPY (PAKTOPIB: MEPENOBHIOETHCS ANUCK 3 JIOMAITHIMU
JIMPEKTOPisaMH, 1 HacTynae dac nepedyaosu ceppepa NE'S; oqun MmoaeM 3MmiHIoe iHIIIi
(3oBHimHi 28k mix’eqaanuii 10 sparc’y 3miHeThes Ha 56k winmodem y PC) 1 3miH0€ThCs
cepBep, 1110 3abe311e9ye 3B’ 130K 3 30BHIIHIM CBITOM, 1 Take iniie. Bes Mmeperka Tpaauiiiiino
KEPYETHCS 1100 CHCTEMOO PO3PiI3HEHNX KOMaHAHUX 1 [Tepsr ckpunTiB 4acTo He 3B s13aHNX
MizK coboro. CroyaTky g KOPUCTYBaBCsS Ha3BaMHU XOCTIB B TAKMX CKPHUITAX i, OTXKe,
IpHU KOXKHI# 3MiHI B MepezKi, 3 IOSBOIO UM BiJICTABKOIO TOIO UM 1HIIIOIO CEepBepa MeHi
OyJ10 TOTPIOHO Bi/IYKYBATH CKPUIITH, AKI MEPECTAJH Bij TAKOT 3MIHU NpaIOBaTH 1
nmarogutu ix. [TocTymoBo s mepeiinon 10, Tak 0u MoBuTH, "dyHKIIOHATEHNX "HA3B.
Tobro, B DNS g ctaB jgojaBaTu IceBJa J0 HA3B XOCTIB, SKi BUpazKaJu O cepsic, 10
npamoe Ha ganomy xocti. Mosoto DNS e Bupaxkaerbest B CNAME psnkax.

Ak, mampuknaag, xoct natalya € ogHOYacHO cepBepOM JIOMAIIHIX JHPEKTOPiit, i
TOMY BiH TakoXK 3BeTbest ‘nfs’. Ha mpomy 2k cepsepi B Mene mpamioe fetchmail [?],
TOMY y MeHe BiH TakoxK 3BeThbcs i fetchmail. Ock 3ammcn, mo crocyoTbes cepBepa
natalya:

natalya A 192.168.2.70

HINFO  "Pentium" "Mandrake 8.0"
nfs CNAME natalya
fetchmail CNAME natalya

Bci ckputitu st OCTYIOBO BUIIPABJISIO i 3anucyio B Hux "dyukiionasbui ncesna' 3amictn
CIpaB:KHIX Ha3B. TaKUM YHHOM, MPH YEProBifl 3MiHI B JIOMAaIIHIfl MepexKi MeHi He

noTPiOHO Oi/TbIle BUIIPABIATH CKPUITH, a mpocTo aocuthb 3minntu CNAME B DNS.

3BOpOTHH PO3B’sA3KaA

[ daitn pas 380poTHBOI po3B’si3ku (gethostbyaddr(8)). Yeara, 3BazkaiiTe Ha KPAKW B
KiHIII PsIAKIB — BOHU 000B’SI3KOBIi B boMy aitti. BiacyTHiCTh Kpamok - Haifpo3MOBCIOIKe i,
noMuiKa npu KoHdirypysanui DNS.

Paiin /var/named/sakae/2.168.192:

$TTL 3D
0 IN SOA ns.sakae. hostmaser.sakae. (
1 ; Serial
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8H ; Refresh
2H ; Retry
1w ; Expire
1D) ; Minimum
IN NS ns.sakae.com.

1 IN PTR yarylo.sakae.

10 IN PTR berkut .sakae.

15 IN PTR veles.sakae.

16 IN PTR perun.sakae.

20 IN PTR mavka.sakae.

70 IN PTR natalya.sakae.

/etc/resolv.conf

Kondirypysanus DNS 3akinuyeTbcs yeraHoBKolo ¢aitiiB /etc/resolv. conf na cepsepi
Ta Ha KaienTax. Ha cepsepi e 6yme Take:

daiin /etc/resolv.conf (cepsep):

domain sakae
nameserver 127.0.0.1

Ha Bcix Kji€HTaX BCTAHOBJIIOETHCS TaKuii (haiir:

Paiin /etc/resolv.conf (kiient):

domain sakae
nameserver 192.168.2.1

0.6 3axucT JOCTYyILy 0 CUCTEMHMU.

0.6.1 Firewall abo 6panamayep.
Jlinakc: IP Chains

Tonosre mzxepeio indopmarii npu ycranosii IP Chains - e IP Chains HOWTO |?].
Haitinpocrimuit BapianT HaBeleHU I/ TPUKJIALY B IHOMY JOKYMEHTI IIpalioe 0e3
npodJeM. fKio Bam moTpidHe 1och OLIbII cepito3He, 3BePHITHCS J10 HEPIIoIZKepeJia.
Ocb pexomenparii mpsivo 3 [?]:
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3.1 Rusty’s Three-Line Guide To Masquerading

This assumes that your external interface is called ‘ppp0’. Use ifconfig to
find out, and adjust to taste.

\label{ipforward}
# ipchains -P forward DENY
# ipchains -A forward -i pppO -j MASQ
# echo 1 > /proc/sys/net/ipv4/ip_forward

[1i rpu Koman 1 BeTaHOBAIOIOTH nomiTuKy MASQ (MackyBaHHsI) BCiX MaKeTiB, 1o

IPOXOJIATH depe3 iHTepdeiic ppp0 i 103BOAAI0TE TakoXK ip_forward B cuctemi. [licaa

[BOT'O JOCTATHHO 3AMUCATH BCTAHOBJIEHI IpaBUIa B (aij KOMaHIOK:

# ipchains-save > /etc/ipchains.rules
#

I mopaTm 1m0 cTapTOBHX CKPUITIB CHCTEMHU OCh Ieil HeBeJIUUKUM CKPHIIT:

Paiin /etc/init.d/packetfilter:

#!/bin/sh
# Script to control packet filtering.

# If no rules, do nothing.
[ -f /etc/ipchains.rules ] || exit O

case "$1" in

start)
echo -n "Turning on packet filtering:"
/sbin/ipchains-restore < /etc/ipchains.rules || exit 1
echo 1 > /proc/sys/net/ipv4/ip_forward
echo "."

stop)
echo -n "Turning off packet filtering:"
echo 0 > /proc/sys/net/ipv4/ip_forward
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/sbin/ipchains -F

/sbin/ipchains -X

/sbin/ipchains -P input ACCEPT
/sbin/ipchains -P output ACCEPT
/sbin/ipchains -P forward ACCEPT
echo "."

2

echo "Usage: /etc/init.d/packetfilter {startl|stopl}"
exit 1

esac

exit O

A Takox CTBOPUTH Ha HLOT'O IIOCHJIaHHA:

# 1In -s /etc/init.d/packetfilter /etc/rcS.d/S39packetfilter
#

ipfw B MacOS X.

[naui Gy el

0.6.2 TCP wrappers (daiian /etc/hosts.allow,deny)
Koaient

CrogaTky mpo KJIEHT, OCKLIBKH 1€ TPOCTiIIe.

hosts.deny /etc/hosts.deny Ha KiieHTi (Ipo cepBep - Jaji) Ma€ BCHOrO OJUH
PAIOK:

ALL: ALL
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[eit psiiok 3ab0poHsiE 3’€AHAHHS JIO JIAHOIO XOCTa Ha OyAb-IKOMY IOPTY 3 Oy/ib-
skoro micrg. Jlasi copanpoBye daitn /etc/hosts.allow, gkuit Bigkpuae 3’e1HaHHS
TITBKH Tl TUX I1yzKO (200 JJIst TUX XOCTIB), AKi HAM MOTPIGHI.

hosts.allow Ha kiienTti /etc/hosts.allow Mae Taki PSAKM:

ALL: .sakae
ALL: 127.0.0.1

CepBep

inetd Ta xinted ma cepsepi Ha cepsepi, micias KiJIbKoX pisHEX MogudiKaIiil i crpob,
s 3yNMHUBCS HA TaKOMYy BapiaHTi: cepBep craprye sshd i nme € €iuHuUM MOKJIMBUM
crrocobOM OTPpUMATH KOMaHIHY OOOJIOHKY Ha, CepBepi.

Tobro, y BcTaHoB/IEHHI Oe3MeKH s MIIIOB MapaHOIJAIbHUM IIISXOM: BOMB inetd
i mpubpas crapToBi ckpumnTu st Hboro. CrnpaB:kHil mapaHoiK MOXKe HABITH CTepTH
cam jsifikosuit daiin inetd. 15 OTwxe, (aitim /etc/hosts . * BUABIINCT He3a,TiSHAMH,
TOMY HpobJieM 3 iX KOHMITr'ypallielo Ha cepBepi y Bac He BUHHKHE.

ssh ta sshd /I sshd g 101aB HeBeJTMKUI CKPUNT, AKuit crapTye sshd mpu 3aBanTazKeHnHi
cuctemu. Ilicas mporo sshd ciyxae na 22 mopri. Takoxk moTpibHO JOJATH BiAIOBIiAHI
CHMBOJIbHI TOCHJIAHHS Ha CTApTOBHI cKpuntT. MOKJIMBO TakuWil CKPHUIT BixKe Oyne
BKJIIOYEHO B Baity cuctemy. Hanpukiian, Manapeiik 8.2 Bxke Ma€e TaKuil CKPUIT, SKUii
BCTaHOBJIIOETHCS pa3zoMm 3 RPM’owm sshd.

Paiin /etc/init.d/sshd:

#!/bin/sh
SSHD_PATH=/usr/local/sbin/sshd
case $1 in
start)
[ -x ${SSHD} 1 && { \
printf "Starting sshd..." ; \
exec ${SSHD}
[ $2 =0 1 & { echo "OK"; }

15" TTapamoik", sk Ha MOIO AYMKY — Ile CHHOHIM 10 "rapHmii CHCTeMHH aaMiHicTpaTop"
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stop)
printf "Stopping sshd..."
killall sshd; echo "OK";;
*) echo "Usage $(basename $0) startl|stop" ;;
esac

B Debian’i mogudikaliisi cTapTOBUX CKPUITIB JIJIsI CEPBICiB 311 fICHIOETHCS KOMaH, 1010
update-rc.d. 1106 cTBOpUTH CUMBOJIBHI TOCUJIAHHS HA HaBeJeHUT BUIIle CKPUIIT BUKOHANTE
KOMAHTY

# update-rc.d sshd 99
#

e crBoputh nocunanus S99sshd ta K99sshd B ycix gupekTopisax /etc/rc?.d.

JlomaTkoBi cepBicu

Ha cepsepi m101aTK0OBO 10 B2Ke IeperideHoro 6akaHo 3a00POHUTH Taki cepsicu: lpd,
portmap, nfs-common, nfs-server, sikio BOHN HE BUKOPUCTOBYIOThCHA. BoHN HesiBHUM
YUHOM BCTaHOBJIEHI i mpaiioioTh Ha Debian cucremi. [Torpibno npubparu cumBOIbHI
nocunanus 3a /etc/rc?.d/* -> /etc/init.d/* 1 BOuru BiamosigHi HemoHu (260
EePEBAHTAYKUTH CHCTEMY ). 3a JOMOMOrOI0 BKe 3rajlyBaHoro update-rc.d cHMBOJIbHI
HOCU/IAHHS TPUOUPAIOTHCS TaK:

# update-rc.d -f remove cepsgic
#

0.7 Koudirypaiiisg eJieKTpOHHOI MOIITH - cepBep Ta KJieHT (send-
mail)

JL1s1 eJIeKTPOHHOT OIITHU S BUPIIIUB 3y IUHUTUCH HA KjacuuHomy sendmail. HesBaxkatoun

HA TMOMIUPEHY JYMKY MPO CKJIJIHICTb, a TO HaBITh 1 HEMOXKJIUBICTH KOHMIr'ypyBaHH
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sendmil’a, s1 Bce-Taku Bijiaio nepesary crabijibaocti ta Hasiitnocti "kiacuku". Kpim
TOT'0, OCBOIBIIIYM OJIUH Pa3 BiJIArOIZKEHHS MPOrPAaMU HOT0 MOTIM MOXKHA MOBTOPIOBATH
HeCUHCJIeHy KiMbKICTh pa3iB Ha IHIIAX CHCTeMaX, KOPUCTYIOUNCh OJHUMU 1 TUMHU K
BuXigHUMUE hailiamMu Ta MeTogukoio. Ta ii cami BuxigHi pailim He HCTLIIBKU CTPAIIHI,

AK 1€ BUIJAETHCA HOBAYKY.

s marmol kKoHirypaiii morpibno 6y/1e MaTH ABa MPUHIIAIIOBO BIAMIHHUX KOHMIr'ypaIifinux
daitin s sendmail’a. [lepuit Oyje 3acrocoByBaruch Ha sendmail cepsepi, i mae
nesikuit "po3ym'"B 06pobi BXigHOT, 8 0c00MBO BUXiAHOT TotTH. JIpyTuit THIT — K/T€HT,
KW He BOJIOJIE€ HIAKUMH OCOOJTMBHMHU PO3YMOBHMHE 3I0HOCTSMHU i HPOCTO MEPEIAE
BXIJIHY IOIITY JIOKAJLHUM KOPHUCTYBadaM, a BUXIJIHY — Ha IEHTPAJbLHHUN cepBep.

nsa nacrporoBantg sendmail’a BUKOPUCTOBYEThC Hpenpoliecop m4. Buxiani TekcTu
daitip sendmail .mc, gKi cay:KaTh g T'eHepyBaHHs BiaacHe paitliB KoHdiryparii
sendmail .cf momani gasti. Cama remeparis sendmail . cf na Debian’i i y Manapeiiky
BIIPI3HAIOTHCS, TOMY JaJii MOJaHUH KOPOTKUH OMUC caMOl MPOTIETy PH.

[Ticis 3minn Koudiryparii sendamail He 3a0yjbTe HMepe3anycTUTH CEPBEP, 00

3MIHM BBIHIILJIN B JiIO:

# /etc/init.d/sendmail restart
#

0.7.1 Debian

Kpim camoro nakery sendmail B Debian’i #e norpibno nigoro joscranoBiioBatu. Bei
HeoOx1THI daitan moTpibHi 11t sendmail . cf 1 171 m4 B2Ke BXOAATH B caM IMakeT send-
mail. Tox, eune, o noTpidHo, 1e ckomitoBatn sendmail .mc B KaraJjor /etc/mail,
abo BimpenarysaTu #Oro Ha MICIli i BAKOHATH TaKe:

# cd /etc/mail; make sendmail.cf
#
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0.7.2 Mangpeiik

B Manpeiiky HeToCTATHHO BCTAHOBUTH TiMbKK sendmail-*.rpm Bei nonarkosi daitm,
0 CIyZKaTh J/1s HacTpooBanHs sendmail Bkatodeni B RPM sendmail-cf. Tox iioro
noTpibHO BecTaHoBUTH TakoxK. B mmbomy RPM ¢aitr Makefile kiragerbes B aupekTopio
/usr/lib/sendmail-cf/cf. I cam Makefile Binpizusierses Big Toro, 1mo B Debian’i. I,
JecHO KazKyduH, 3 OISy Ha Hboro MeHi meit Makefile 31aBcs mocuTh Takun HEMOTPIOHHM.
A xomenTap 3 MbOro ) ailyly TIMLKEW MOTBEPINB MEHE B il /IyMIIi:

# Create configuration files using "m4 ../m4/cf.m4 file.mc > file.cf";
# this may be easier than tweaking the Makefile. You do need to

Tomy B Manapeiiky Jeriie mpocTo CKOPUCTYBATHCH DE3MOcepeIHbo KOMAHI0K0 m4
3 KOMaHIHOI ODOJIOHKU:

# cd /usr/lib/sendmail-cf/cf
# m4 ../m4/cf.mé4 [wnax\_go\_odaiiny\_sendmail.mc] > /etc/mail/sendmail.cf
#

0.7.3 IlenrpanbHuii cepBep sendmail
/etc/mail /sendmail.cf

Jlasi mosricTio HaBeaeHuit (haitt sendmail.mc mis ronosaoro cepeepa sendmail. OcroBri
dyuKIl 3aknageni B kondiryparii Taxi:

1. Bukopucranug Smart Host;

2. MacKyBaHHS Ha3B XOCTIB BCEPEIMHI JIOKAIBHOI MepexKi;

3. MacKyBaHHS MOIITOBAX apeC KOPUCTYBadiB y BUXiTHUX JucTax (genericstable).

Paiin /etc/mail/sendmail.cf nis cepsepa:

dnl# WORKING CONFIG - local mailer procmail /usr/local/bin/procmail
dnl# sendmail 8.9.3

dnl# ----————-—--—-—- DK may 6 2000 -----------

dnl# Configuration file for external mail gateway

dnl# mascarades itself as tokyo.email.ne.]jp
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dnl# translataes users with the use of generistable file
dnl#

dnl# needs 2 files: /etc/mail/genericsdomain and /etc/mail/genericstable
dnl#

include (/usr/lib/sendmail-cf/m4/cf .m4)

VERSIONID (‘sendmail.mc - dk’)

OSTYPE(linux)

define(‘ALIAS_FILE’, ‘/etc/mail/aliases’)

FEATURE (masquerade_envelope)dnl

FEATURE (‘allmasquerade’)dnl
FEATURE(‘relay_entire_domain’)

FEATURE (genericstable, ‘hash -o /etc/mail/genericstable’)
define (‘SMART_HOST’, ‘smtpmail.at-your-provider.jp’)
MASQUERADE_AS (tokyo.email.ne. jp)
MASQUERADE_DOMAIN(yarylo.sakae,yarylo,sakae)

FEATURE (local_procmail)

MAILER (smtp)

Jasti - 110 TPOIIKY PO KOZXKEH OKPEeMUil MyHKT.

Smart Host Smart_ Host B3arafii-To 1jis HeHTPaIbHOTO cepBepa pid He 3aBKIU
000B’s13k0Ba. AJie MOXKYTb OyTH BUIAJIKN, KOJA 0€3 HhbOTO PODOTA BAIIOTO HMOMITOBOTO
cepBepa MoyKe BHUSIBUTHCH ab0 HEMOXKJINBOIO, ab0 OJU3BKOI 10 HEMOXKJIWBOCTI. 71
AOBrHﬁtﬂuzﬂehﬂnsSnunt_}ﬂxﬁkxinpauﬁnﬁusHopMambHo(BaPaHOM),aﬂeIQMHIAOAaB
e 10 KoH(iryparii, BiI4yB Pi3HUIIO B MBUIKOCTI BiANPaBKH IOMITH OCODJIUBO I
JIESTKUX aJIpec.

CyTtb ocb y uomy. Bes Smart  Host’a Banr momToBuit cepBep I BiITPABKU JTUCTA
aJpecary 3B’sa3yeTbcs 3 25 MOPTOM TOIO XOCTa, siKhii BKasaHuil B 3arosopky "To: "
mucta (abo, Ao O6yTH TOYHNM, 3 cepBepoM, 1o BKaszanuii B MX-moi, mo Bianosigae
xocty 3 "To: ). IHKOIH T TIPAIIOE HOPMAJIBHO (AKIIMO BAII PECTIOHIEHT 3HAXOIUTHCS
0IM3BKO BiJ BaC — B MOHATTAX Mepeki, TOOTO 3B’430K 3 HUM IIBUJIKHUiL). Ane jis
JIeSTKUX aJipecariB 3aTpUMKa B Iepejadi MOIITH JIOCUTh TakKu cyTrreBa. Kpim Toro,
Balll MPOBaliIep MOYKe TPOCTO MEPEKPUTH BUXI B 30BHINTHIO MepeKy depe3 25 mopT

B takomy Bumajky norpibno ckopucratuch mapamerpom Smart  Host mra send-
mail. Onun pagok B sendmail.mc ¢aitr BMuKae 1m0 Onmio:

define (‘SMART\_HOST’, ‘smtpmail.at-your-provider. jp’)
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Bamr nposaiinep imTepHer mocjiyr moBuHeH OyB Bam mnosigomutu Haszy SMTP
cepBepa, AKUM Bu MaeTe KOPUCTYBATUCH JIj1d Tiepeadi nomtu. Ha3By cepBepa 3amuiimiTh

B [IbOMY DSJKY.

MackyBaHHsI BHY TPIIITHBOT'O JIOMEHY Ta iMeH KopuctyBadis (masquerading, gener-
icstable) {xkimmo, ckaxkiMo KOMI'IOTEp y BHYTHIIHIE MepexKi HOCHTH Ha3By yarylo,
JokaabHa 30Ha DNS naspana sakae, a Bamie iM’s KopucTyBada Ha 1iit cucremi € ‘dk’, To
BCi BUXiTHI TucTH 6y Iy TH TOXOAUTH /IO BAIIUX aJIpecaris i3 3anucoM ‘dk@yarylo.sakae’
B 3aroyioBKy ‘From:’. Harucuysmm Reply uu Bignosictu B cBoeMy nomroBomy KTi€HTI
Balll PECTTOH/IEHT BiANMPaBUTHL JUCTA caMe TO il ajpeci, KOl HACTPAB/l He iCHyE B
iHTepHeTi.

[IIo6 1mpboro He TPAILILIOCH IOTPIOHO 10O ajpecu MPH BUXOMAI i3 BHYTPIIIHbOI
MepezKi B 30BHINIHIN CBIT MepenucyBaJuCh BiANMOBLIHUM YrHOM. [{f0 mpobiaeMy MoxKHA
TaKOK BUPINIMTU EBHOIO HACTPONKOIO MOIMITOBOIO KJIEHTA, aJ1e 1€ Ma€ CBOT HEJIOJIIKHU.
Hanpukian, B mesakux KaieHTax MOKHA BeTaHoBuTH "From:" mose e mpu Bignpasiti
nomtu. To6To, akimo Mog nomrtosa agpeca Ha POP cepsepi npoaiiiepa € kov@tokyo.email .ne.
s MOXKY, HaIIpUKJIaJ, B exmh BCTaBUTHU TOJATKOBUN PSIOK

From: kov@tokyo.email.ne.jp

i M mpob.iema Oy 1e BEpileHa J/1st BCIX apecaTiB, M0 3HAXOIAThCs Ha30BHI. Aure,
SKIIO 1 3aX09y TEePecaaTH JUCTA BCEPEITHI MOET BHY TPITITHBOI MeperKi, Bi/IMOBIIH MeHi
BCe-TaKM NMOBHHHA OyJe fTH depe3 iHTepHeT.

Kpim Toro Taki ycranoBku notTpiono 6yje poOuTH Jijisi BCIX KOPUCTYBAYiB OKPEMO
1 OKpeMo ;1 BCIX TOIMTOBHUX KJIEHTIB, SKi Il KOPHCTYBadl BXKUBalOTh. Tomy Kpailie
Oyme BunpasuTu 1e Ha piBEi MTA ogun pas i Ha3aBXKIM.

[lepenncyBaHHS ajIpec HACTPaB/IL CKJIAIAETHCS 3 JIBOX YaCTHH: MACKYBaHHS BHY TPIIITHHOT
JIOMeHY, Ta MacKyBaHHs aJIpec KOPUCTYBaJiB.

MackyBaHHsI BHY TPIIIHbOro gomeny /st 1boro morpibHo npocTo ckasaru send-
mail’y ska Ha3Ba BaIIOro JIOMEHY, i K IMoJaBaTH KOMII' IOTEPH IIHOTO JIOMEHY HA30BHI.
JL1st nboro caykarth nojani gasti psaaku B Koudiryparii sendmail. 3MiriTh X BimoBiiHo
JI0 HA3B BAIIMX CHCTEM Ta BAIOl CIIPaByKHBHOI aJIpecH Ha iHTepHeT-TpoBaiigepi.

FEATURE (masquerade_envelope)dnl
FEATURE (‘allmasquerade’)dnl
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FEATURE(‘relay_entire_domain’)
MASQUERADE_AS (tokyo.email.ne. jp)
MASQUERADE_DOMAIN(yarylo.sakae,yarylo,sakae)

IlepenucyBanus imen kopucrysauis s 1iporo Bam moTpibHo cKOpuCTyBaTHCA
onmuieio Generics Table B koudiryparii sendmail. Bkaxits sendmail’y, 1106 Bin kopucTyBaBcs
npu mepenucyBaHHi azpec 6asor manmx Generics Table. 1le Bu3HAYAETHCS TaKUM
psiakoM B sendmail.mc:

FEATURE(genericstable, ‘hash -o /etc/mail/genericstable’)

[Ticag nporo cTBOpiTh BiacHe caMy 6a3y Jannx. Paiisn /etc/mail/genericstable
MICTATH BCl aJIpecu BHYTPINIHIX KOPUCTYBadiB 3 IXHIMH BiIMOBITHUMH aJpecaMu B
inTepreri. B MoeMy KOHKpeTHOMY NPHUKJIAJIL 1ei baitl cKIamaeThesd 3 IBOX PAJIKIB -
JIJI MeHe 1 MO€1 IPYZKIHU:

Paiin /etc/mail/genericstable:

dk kov@tokyo.email.ne. jp
nk kov@tokyo.email.ne. jp

[Tons B paitai po3alISIOTHCS MPOCTO 3BUYAitHuME npomnyckamu. Ilicag Toro, gk
takuii aitsn crBopeno #oro norpibuo nepersoputu B 6a3y. g nboro Bukonaiire:

# cd /etc/mail
# makemap hash genericstable
#

[le cTBOpuTH B Katayuosi /etc/mail daitn genericstable.db.

0.7.4 Kuaient sendmail

€IMHOIO OMITIEI0 TKOI KOPUCTYEThCs KrieHT sendmail € Smart Host. Tomy #oro daiir
sendmail .mc gocuTh npoctuit. B sxocti Smart  Host’a BAKOPpUCTOBYETHCS IEHTPAJIbHUIA
MOIITOBUI cepBep B JIOKAJBHIN MepexKi.

@aiin sendmail.cf gjaa xkaienTis: sendmail.cf-client
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0.7.5 fetchmail

[dani 6yde]

0.7.6 Hegki iamii mpobsaemu 3 sendmail.

[Ti1 yac Hajaro KyBaHHs CBOIX MAIIWH 5 3ITKHYBCH 3 KLIBKOMa MAaJIEHbKIMU MTPOOJIEMKAMHU.

MozkauBo He Bl Il TpobJIeMKH s 3ra iaB, aje OCb Te, M0 MeHi 3alIaM’ siTaaoCh.

HesiBHO BCcTaHOBJIeHUIT TIOIITOBUiT cepBep

B cranmapraux koHdgirypaiisx nomrToBuMu cepBepamu Debian’a ta Mamnapeiika €
exim Ta postfix Bignmosiano. To:xk, mepi, HizK TPUCTYIATH J0 HACTPooBaHHs sendmail
noTPiOHO 3a0paT 3 AUCKY, BCTAHOBJIEHI TaM exim 4um postfix i BcTaHOBUTH HATOMICTH
sendmail. >rpm -e’ ta ‘dselect’ — Bari Japy3i.

Ha M7.2 He npaiifoe BigcujianHd OOMITH JJis 0y/1b-KOT0 KpiMm root.

Crannapranit RPM naker sendmail ma M7.2 nae Taky mOMIIKY /11 KO?KHOT'O KOPUCTYBada,
AKWAHA BLICUJIAE JINCTA:

Can’t create transcript file ./xff8R61wP18368: Permission denied

4 me 3ycTrpiva Takoi moMmakn #Ha M8.0. MoxkauBo BoHa BxKe BuIpaBiaeHa. [le
HOBIIOMJIEHHS 3 ABJISETHCS JIJIsT KOXKHOIO KOpucTyBada Kpim root. [Ipobiema B Tomy,
10 BJIACHUKH JIBifiKoBOTO haiiry /usr/sbin/sendmail i qupeKTOpil 4epr He CIIiBIaJAI0Th.
Kpim Toro sendmail mae npamoparu 3 SUID, SGID. Buxiza 3 1boro craHoBuIa Takuii:

# chown bin:mail /var/spool/mqueue
# chmod +s /usr/sbin/sendmail
#

Maunppeiik 8.0 ne nae nepedbyaysaru nowmrosi ncesaa (/etc/mail/aliases).

Hopmanbha (6e3medna) koudirypaiiis sendmail He 103B0JIsIE KOPUCTYBATHCS YMOBHUMUI
nocunanusamMu i aiiiie 6a3u ganux nomropux ncesa. B Manapeiiky (ockiibku
HesSIBHIM TIOIITOBUM cepBepoM BHOpanuii postfix) icaye daiin /etc/aliases.db, saxuii



€ nocujlanugaM Ha /etc/mail/aliases.db. [Ipu Bukonanui komanu newaliases 3 aBJIsE€THCS

HOBLZLOM.HGHHH apo He,ZLOHyCTI/IMiCTb CHUMBOJBHHUX ITOCUJIAHDb!:

# newaliases

hash map "Alias0": unsafe map file /etc/aliases.db: Symbolic links not allowed
WARNING: cannot open alias database /etc/aliases

Cannot create database for alias file /etc/aliases

Bupintenns iiei npobyieMu: BATEPTH CUMBOJIbHE TOCHIAHHS 1 IIePe3alyCTUTH KOMAH LY

newaliases.

# rm /etc/aliases.db

# newaliases

/etc/aliases: 14 aliases, longest 10 bytes, 152 bytes total
#

0.8 MaJjenbki mopaau
0.8.1 IlIceBmo-ctarmuua IP aapeca cepBepa

[dani 6yde]

0.8.2 DBesneunnit TyHeap uepe3 httptunell Ta ssh.

[dani 6yoe]

0.9 Bepcisg 11bOro JOKYMEHTY

e 3 rpyaus 2002 p.- ocranusa (TOTOYHA) BEpCist

e Thu Nov 22 20:53:24 JST 2001 - meprruit pemi3

e 1.4a Tue Jul 9 15:59:52 JST 2002

0.10 IcrTopis 3MiH /10 JOKYMEHTY

e Revision 1.4a - BuunTani Kijibka po3aitiB. MoxkHa BBaXkaTu nepiia-oera.



e Revision 1.4 2002/04/03 08:31:51 dk99034 - ®opmMaryBaHHS TEKCTY BHYHIIEHO, 100 3 HHOTO

MOKHA Oy/10 CKpUnToM 3poduTu Oinmbii-mentr npuctoitauiit html
- BUMIPABJIEHs, CTUIICTAYH] 1 TPaMaTHIH].
e Revision 1.3 2002/04/02 06:32:54 dk99034 - po3ainm mpo diznuny KoHdirypaito 3’e¢qHans (Tpu
pisHi cxemu - mozem, ADLS 3 1 mepexeBoro miaro, ADLS 3 2 nyaramu);
- PO3iJIM PO HACTPOIOBAHHS KJIEHTIB - JIHAKC/MaKOC;
- BCTaBJIEHI 3arOTOBKU po3aiiiB "mopaau'no-ip, httptunnel

- TODO - nomomnucysaru po3miiau "nmopamgu"i ipfw mis macosx.
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